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Data protection for businesses of all sizes




Encrypting data on your endpoints
can help you comply with data
protection regulations

SATISFY LEGAL
DATA PROTECTION
REGULATIONS

By securely encrypting the
personal data records you hold,
your business or organisation can
better protect itself in the event
of a system breach. That's because
such incidents are much less likely
to be considered a compliance
failure by regulatory authorities if
data is properly encrypted.

MONITOR ENCRYPTION
ON USER MACHINES
REMOTELY

Remote management simplifies
admin duties and saves time. Go
beyond management of security
products and manage ESET Full Disk
Encryption using the ESET PROTECT
console. ESET PROTECT can be
installed on-premises or run as a
cloud console.

ESET Full Disk Encryption

PROTECT DATA
WITH A SIMPLE YET
POWERFUL SOLUTION

With ESET encryption solutions
you can safely encrypt hard drives,
removable media, individual files
and email, using the industry-
recognized FIPS 140-2 validated
256 bit AES encryption standard for
assured security. All with minimum
interaction on the user side.

Manage full disk encryption across your entire network from a cloud or on-
prem console—alongside other ESET security products. ESET PROTECT console
allows admins to deploy, activate and manage encryption on their connected
endpoints with a single click. Full Disk Encryption (FDE) encrypts system

disks, partitions and entire drives to ensure that everything stored on each

PC or laptop is locked down and secure, protecting you against loss or theft.

ESET Endpoint Encryption

Provides additional protection. Users can protect individual items like files, folders,

removable media and email. With file and email encryption, user data are protected
when data is in transit, allowing secure collaboration. You can also manage remote

devices via a proxy, eliminating the need for risky incoming connections and making
management of encryption safe and simple for businesses of all sizes.




Which ESET encryption solution
Is best for you?

WHEN TO.USE ESET FULL DISK
ENCRYPTION

All products managed from one console. IT admins
deal with remote management on a daily basis. ESET
Full Disk Encryption works within the ESET PROTECT
console, helping administrators to save time thanks to
familiarity with the existing management environment
and concepts.

The essential encryption solution to achieve legal
compliance. ESET Full Disk Encryption not only protects
your company from data loss but also helps it comply
with data protection regulations such as GDPR. This
solution offers a simple and straightforward way to
remotely encrypt data at rest on each end-user's device.

Cross-platform coverage. Manage encryption on
Windows machines and native macOS encryption
(FileVault) from a single dashboard.

FEATURES

Full disk encryption

v Manage encryption on Windows

v Manage encryption on macOS

Removable media encryption

v File and folder encryption

v Outlook plugin for email & attachments

Virtual disks & encrypted archives

v Licencing

V' Purchase options

Available via MSP monthly licensing

As part of ESET PROTECT solutions

WHEN TO USE ESET ENDPOINT
ENCRYPTION

Granular data protection. All companies have sensitive
data such as customer lists, proprietary information

and sales-related data. ESET Endpoint Encryption

gives companies enhanced ability to protect specific
files, folders, virtual disks or archives. |deal for
organizations with a shared devices policy and advanced
encryption requirements.

Protect data in transit. With ESET Endpoint Encryption
not only data at rest on company machines are
protected. By encrypting emails and attachments, and
restricting access to removable media for specific users,
you can protect data in transit and prevent their leakage
outside the company.

Per device Per user

Stand-alone subscription




About ESET

For more than 30 years, ESET® has

been developing industry-leading IT
security software and services to deliver
comprehensive, multilayered protection
against cybersecurity threats for
businesses and consumers worldwide.

Tbn+

400k+

ESET has long pioneered machine
learning and cloud technologies that
prevent, detect and respond to malware.
ESET is a privately owned company

that promotes scientific research and
development worldwide.

ESET IN NUMBERS

200+

COMMITTED TO THE HIGHEST INDUSTRY STANDARDS

A ——————

APPROVED

Business Security

DEC 2021

ESET received the Business
Security APPROVED award from
AV - Comparatives in the Business
Security Test in December 2021.

Leader

2022

ESET consistently achieves top
rankings on the global G2 user
review platform and its solutions
are appreciated by customers
worldwide.

FORRESTER'

ESET solutions are regularly
recognized by leading analyst
firms, including in “The Forrester
Tech Tide(TM): Zero Trust Threat
Detection And Response, Q2 2021"
as a sample vendor.

®
@ eT Digital Security
Progress. Protected.






